Online Safety

Parent Workshop
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What does online safety look like at
Aldersbrook?

* All digital devices at school are filtered by LGFL (this includes all iPads
and laptops that children have access to)

* LGFL provide us with virus and malware protection on all devices too
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How is online safety delivered at
Aldersbrook?

(dOnline safety is one of the many components of our overall duty to safeguard
our children

It is a part of the National Curriculum for Computing

It is also heavily embedded within our PSHE curriculum %
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Keeping Children Safe in Education (KCSIE)

The 4 ‘C’s

Q.

*_Contert_lfGontact ) Conduct_Jf Conmeree

e lllegal

* Inappropriate / harmful
e.g. fake news, racism,
misogyny, self-harm,
extremism, pornography

* Bullying
¢ Grooming

e Sexual harassment

* Exploitation

* Influencing

* ‘“end-to-end encryption

e Privacy

¢ Digital footprint

® Health and wellbeing

¢ Nudes and semi-nudes
e Copyright

® Live Streaming

e Online gambling

® Advertising

® Phishing scams

¢ Financial scams

* Micro-transactions
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National Curriculum for Computing

use technology safely, respectfully and responsibly; recognise
acceptable/unacceptable behaviour; identify a range of ways to report concerns

about content and contact. (National Curriculum)

Whole School Computing Overview
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Online Safety is embedded through every unit and taught explicitly in PSHE

School’s have autonomy on how the
Computing curriculum can be
delivered. As long as we adhere to
the guidelines set by the National
Curriculum.

At Aldersbrook, we think it is
important to revisit Online Safety

through ALL Computing topics.

Click here to find out more about our

Computing curriculum
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/239033/PRIMARY_national_curriculum_-_Computing.pdf
https://www.aldersbrook.redbridge.sch.uk/page/?title=Computing&pid=142

PSHE Curriculum @

(Keeping safe and managing risks) R
Year 6
Year 1 Year 3 « How to navigate the internet (using
. That being online is . How and where to seek help for rules and pri.nciples to keep them safe)
fun but sometimes online issues. and report risks and harmful content.
they might see or
hear something that « How fto critically question online
worries them. * That information online should friendships and information sourced
be checked for reliability. from the internet.

* The positives of

having screen free . Their responsibility in « The .impor’ronce or\d common use of
fime. understanding what bullying is the internet as an integral part of life.
and what a bystander is
(including cyber bullying).
» |dentify the risk of excessive fime on
- How and why to tell electronic devices and the impact that
: - content can have on their mental and
gggjfregdn%dr]tl?ge * Howto rgcogmse when 'T.'S. physical wellbeing (both positive and
appropriate to seek permission negative including body image, self-

WOITY. : : :
orry from adults, friends and peers esteem, expectations, experiences)


https://www.aldersbrook.redbridge.sch.uk/page/?title=PSHE&pid=140

Safer Internet Day

Safer Internet Day - Video for Parents
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https://www.youtube.com/watch?time_continue=92&v=rl_gZTQ9F7w&embeds_euri=https%3A%2F%2Fsaferinternet.org.uk%2F&source_ve_path=MzY4NDI&feature=emb_logo

Gap Task - Online issues to rank
Which issue worries you the most?

JOnline bullying

J1Scams

Seeing something scary
dSeeing something violent
JChat in games

dLivestreaming
JdTime spent looking at screens
dUnreliable information
(dOnline friends (people you only know online) AR
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Practical tips for starting a conversation about life
online

Be positive and open minded about the internet
dTalk early and often

ICreate a safe space for conversations

JKeep it relevant

(Be proactive
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How much time do you
spend online each day?

llllllllllllllllllllllllllllll

What do think MY favourite
thing to do online is?

What is your top tip to keep
safe online?

What internet-connected
devices do you own?

What is your favourite thing
to do online?

What is your least favourite
thing to do online?

What would you like to know
more about?

Starting
conversations
with younger
children

=

ALDERSBROOK
PRIMARY SCHOOL




------------------------df.

I'm struggling to keep my eyes
open e watching some funny
[ ?

ace and get back to it
B. Go to bed
C. Wake up-on the sofa

There are only 2 controllers and
there are 3 of us. Would I...7

A. Grab a controller
straight away

B. Ask who wants

to go first

C. Be happy to just watch

N N N N

I have just 5 minutes to spend
online for the rest of my
life. Would I...7
A. Video call someone

B. Watch videos

C. Play a game

Starting conversations with

older children
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1)

2)

3)

4)

5)

6)

My child has said something worrying —what do | do?

Let them explain in their own words what has happened.

Remain composed. o o _ .
If you are feeling shocked, angry or worried, it’s likely that your child is feelln% worse, but reacting that way may
close down the conversation and lead your child to believe that they are to blame.

Aclllmowledge the challenges they have overcome, and let them know that they’ve done the right thing by
telling you.

Be honest.
It’s okay if you are unsure what to do next, the important thing is to let your child know you are there for them.
There is a lot of further support out there to help you decide on your next steps.

Save the evidence wherever possible. _ _ _ o

You may be able to report what has happened to the online service being used when the incident occurred.

IEwdence may include screen shots taken on a laptop or mobile device, emails, texts or online conversation
istories.

Make a report as soon as possible.

Knowing who to report to is a really useful step to resolving many issues, so try to familiarise yourself with the
reporting, blocking or moderating settings available on the services your child is using. Depending on what has
happened, it might be necessary to let your child’s school know too, or other agencies such as the police.
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Useful Links

» Nttps://saterinternet.org.uk/

* hitps://www.childnet.com/

* Nttps://www.internetmatters.org/

« hitps://www.childnet.com/resources/looking-for-

digizen/

* hitps://www.thinkuknow.co.uk/
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https://saferinternet.org.uk/
https://www.childnet.com/
https://www.internetmatters.org/
https://www.childnet.com/resources/looking-for-digizen/
https://www.thinkuknow.co.uk/
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Free tools to promote conversations

Digital Matters

Use the Once Upon Online storytelling
activities to discuss how children can get
help and from where, along with how to
manage different aspects of their online
lives.

The Online Together Project

This interactive quiz provides guidance on
how to talk about tough issues like
gender stereotypes and online safety.

Find the Fake

Discuss what misinformation online looks
like and what children can do to make
sure they think critically about what they
see online.




Questions?
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